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Introduction 

With the number of service providers in our community, it can be a 

real challenge to determine who to trust with your hard-earned 

dollars. When reviewing these providers, do you use the provider 

with the five-star rating and only two reviews, or the four-star rated 

provider with two-thousand reviews? Which measure is more 

important? At first glance, looks can be deceiving. That is part of the 

complexity of risk assessments, but it is also why they are so 

important. 

 The Office of Management and Budget (OMB) undertook the task of 

revising and updating the Uniform Guidance governing the 

management of grants that include federal taxpayer dollars. 

Pre-award and ongoing risk assessment helps ensure that taxpayer 

dollars are used to the greatest benefit by organizations that can 

meet their fiduciary responsibilities for managing the grant monies 

and providing the best outcomes. 

The pre-award phase is a great time to deter fraud, waste, and 

abuse. The more rigor the agency puts into investigating the potential for these before award, the 

greater likelihood it will detect and avoid potential risk. The Uniform Guidance requires federal awarding 

agencies to conduct this pre-award risk assessment of applications before making an award. A pre-

award risk assessment is an examination of an entity's fiscal and operational capabilities to determine if 

it is fit for a federal award.   

But risk assessment must be an on-going process. Grants can be a long-term commitment.  A 

subrecipient's situation can change during that time, and agencies have an obligation to be aware of 

changes in status for their subrecipients. 

Section 200.331 of the Uniform Guidance states that Pass-Through Entities (PTEs) must: 

• Evaluate subrecipient's risk of noncompliance; 

• Monitor each subrecipient's activities; and 

• Verify that subrecipients are audited, as required. 

So, what is being done currently to mitigate risk? The most common step is conducting a risk assessment 

during the pre-award process. This includes reviewing publicly available status websites such as the 

System for Award Management (SAM) database to determine if a recipient is debarred or suspended 

from payments. Additional activities include audits, reviews, and assessments of contractors and 

financial assistance recipients. The incorporation of Federal regulations within the terms and conditions 

of Federal award agreements is an increasing practice. Quite possibly, the most important process step 

to mitigating risk is by calling for - and enforcing the requirements pertaining to monitoring. 

 

Protecting Our Investment 

Risk assessments have many aspects, 

and all the available information 

needs to be collected and considered 

when assessing the capabilities of 

sub-recipients. 
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Although we continue to see an increase in single audit findings, agency audits, and penalties for 

inadequate compliance management, the pace of corrective action either through process change, or 

adoption of software platforms appears to be occurring slowly.   

 

What Is Being Assessed 

Granting agencies should fully utilize an effective risk assessment model so they can provide proper 

monitoring. The risk assessment should include "red flag" 

indicators so that granting agencies can provide on-site 

assistance or on-site reviews to grantees with exceptional risk 

factors. Examples of "red flag" indicators include inadequate 

separation of cash-related duties; deficient internal controls; 

inadequate financial management system; prior grant 

mismanagement; and prior fraud.1 

Under §200.205 agencies have an obligation to review risk posed 

by applicants. This includes: 

• Review of OMB-designated repositories of government-wide data; 

• The non-public segment of the OMB-designated integrity and performance system accessible 

through SAM (currently the Federal Awardee Performance and Integrity Information System 

(FAPIIS)); 

• A framework for evaluating the risks posed by applicants before they receive Federal awards. 

This evaluation may incorporate results of the evaluation of the applicant's eligibility or the 

quality of its application; and, 

• Criteria to be evaluated must be described in the announcement of funding opportunity 

described in §200.203 Notices of funding opportunities. 

 §200.205 defines a risk-based approach that PTEs should use.  Some of the risk categories that should 

be considered when developing a risk assessment questionnaire include: 

1. Quality of management systems and ability to meet the management standards; 

2. History of performance;   

3. Reports and findings from audits performed under Subpart F—Audit Requirements of this part 

or the reports and findings of any other available audit; 

4. The applicant's ability to effectively implement statutory, regulatory, or other requirements 

imposed on awardees; 

5. Agency-specific Questions (As applicable based on terms of the Notice of Funding Opportunity). 

                                                                 
1 "Conducting Risk Assessments in the Wake of the Uniform Grants Guidance;" 2017 National Grants Management 
Association (NGMA) Annual Grants Training Session; Phil Masestrie, U.S. Dept. of Education, Bert Nuehring, Crowe 
Horwath LLP. 

Items such as the following may be 
considered: 
 

• Financial Stability 

• Quality of Management Systems 

• History of Performance 

• Reports and Findings 

• Ability to effectively implement 

requirements. 
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Risk assessment and mitigation may look different from entity to entity.  For example, risk assessments 

may be performed as a component of the audit process. They should certainly be conducted with any 

new subrecipient. Programmatic risk assessments may occur with regulatory changes or when new 

programs are introduced, and in some cases, external entities may be engaged to conduct risk 

assessments and help recipients and PTEs to act on results. 

 

Elements of a Risk Assessment 

It is important to identify key risk areas. PTEs should consider risk areas that influence the ability to 

manage federal funders. This might include factors such as: 

• New to managing grant funds, high staff turnover, specialization and experience of staff, major 

operational or organizational changes; 

• Prior audit (late or missing audits) and monitoring history, past and current internal and/or 

external audit findings (including recurring findings), programmatic and/or financial findings, 

etc.; 

• Financial systems assessment (sub-grantee should have an established financial system that 

allows for proper accounting and cash management §200.302); 

• Programmatic assessment (including high-dollar grant award, new programmatic requirements 

and existing programmatic waivers.). 

The risk assessment process is not about denying awards. It is about looking for potential problems that 

could impact the performance of implementing grants. Taking mitigation actions prior to, and as part of, 

the award can help bolster the award to make it more successful.  

Concerns identified in the assessment may result 

in one or more special conditions attached to 

award. These might include: 

• Enhanced monitoring 

• Increased reporting 

• Technical assistance 

• High-risk status 

• Reduced or denied award 

Corrective actions and risk-based monitoring can 

maximize return and prevent “front page” fallout. 

 

Risk-Based Approach 

Grants professionals are constrained by the realities of time and limited resources.  It is not possible to 

monitor every grant project. By adopting a risk-based approach, PTEs can allocate resources for the 

What triggers risk assessments to occur? 

✓ Receipt of new awards; 

✓ New programs; 

✓ Standard element of governance or 

internal control processes; 

✓ Implementation of new regulations or 

guidance; and 

✓ Other matters at the discretion of the PTE. 
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greatest impact. This means increasing monitoring and providing technical assistance for those 

subrecipients and programs which might be considered higher risk and spending less time and resources 

on low-risk subrecipients.  

The solution lies in prioritizing the highest risk projects and focusing more attention on the recipients 

and programs that meet those criteria.  This is referred to as "managed risk." Some of the factors that 

would drive an awarding agency or pass-through entity to perform more extensive monitoring include 

the following: 

• Size or complexity of the program 

• Risk to people or property 

• Past history of known issues 

• Multiple sub-awards 

• Cost sharing or matching conditions 

• Significant number of procurements, or excessive budgeted travel 

Even by reallocating resources for monitoring and technical support to concentrate on higher-risk 

subrecipients, most organizations remain somewhat resource constrained. One approach that allows 

organizations to maximize oversite without adding to resource constraints is to leverage technology to 

support both the risk assessment and mitigation activities (monitoring compliance with terms and 

conditions).  

 

3P Risk-Based Management 

One way to evaluate the risk of a specific award is what we call 3P Risk-based management. It’s 

a way to consolidate the risk items we’ve been discussing into 3 main categories. This likely 

seems obvious, and you may do much of this informally as merely a thought-exercise. It is of 

greater benefit to more intentionally evaluate a program based on these categories of risk. By 

engaging with affected parties, you are apt to develop an accurate representation of the risk of 

a specific program. 

The first “P,” “Project/Program Risk,” would be related more to the 

project itself than a subrecipient. Is the project a large high 

dollar project or a very complex program, or both? These type 

projects also tend to receive greater executive/legislative 

scrutiny and are often more highly visible in the community. 

Regardless of the capabilities of the subrecipient, projects 

which rate “high risk” in this category likely merit enhanced 

monitoring. 
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The second category, “Past Performance,” goes directly to the 

performance of, and experience with, the subrecipient. This involves an 

evaluation of your organization’s past experience (if any) with the 

subrecipient. A lack of prior experience might be a risk factor, but you 

may take into account other projects by the subrecipient which are 

similar. Here you are evaluating things such as program delivery as well 

as the compliance with the terms and conditions of previous award 

agreements. 

The “Policy/Management Systems” category is an evaluation of the 

subrecipient’s existing management and technology systems to ensure 

they can meet the award requirements and the needs of the program. 

This category becomes especially important when evaluating 

subrecipients with whom you have less prior experience. Checking audit 

reports from previous years is an important step to evaluate if they are 

addressing any audit findings they have which might affect the program 

delivery. 

If you plot the risk level in each of these categories, you will have an 

overall idea of the total level of risk for a particular award. This will 

allow to plan for a more effective allocation of your time and resources 

in monitoring your programs and subrecipients. 

 

Decrease Risk Through Automation and Monitoring 

Managing the minutiae of tracking monitoring tasks, compliance requirements, and grant agreement 

terms can be tedious, but it is critical to your program success.   Most grants professionals manage this 

part of the job the best they can, with cobbled together spreadsheets, lots of email, maybe some 

calendars, notes and a lot of time and effort.    

Leveraging technology is both an effective means of 

assessing risk through standardized questionnaires and 

tracking progress/status.  Consider the use of automation 

and web-based resources. 

Include a risk rubric with a transparent ranking and 

scoring system: 

• Identify grantees with the greatest need and prioritize monitoring activities based on the initial 

risk assessment results; 

• Use the risk approach and/or tool(s) consistently to provide an objective measure of risk over 

time, demonstrating fair and equal treatment to all applicants and awardees. 

Consider the submission of 

documentation and information 

necessary to understand if certain risk 

factors are present for specific entities,  

and to assess and monitor risk of 

specific compliance issues. 
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Maintain a data repository system to inform future technical assistance and/or monitoring efforts. Use it 

to record corrective action plans with deliverables and timelines.  

Develop and implement a process for subrecipient follow-up, and use automation tools to send 

reminders, monitor and report on compliance in real-time, and process reports, thus freeing up the 

Grant Manager's time to be more proactive in providing technical support to subrecipients.  

 

Grant Governance Platform – G2P 

Grant Governance, Inc., makers of G2P, has been a part of the dynamic transformation of the software 

industry.  Building on over 37 years of experience helping private and public-sector clients use software 

to improve their operations, we are now bringing all the advantages described above to the Grants 

community.  

G2P has those automation tools to allow you to easily create and conduct consistent programmatic risk 

assessments and automates the monitoring and scoring of the assessments. Along with this, G2P 

automates compliance monitoring giving grants managers more time to provide hands-on technical 

support services to the subrecipients. Our platform also provides real-time compliance reporting to help 

you mitigate risk early and avoid that "front page" fallout. 

We have created both a solution and pricing model that removes the typical stumbling blocks that 

prohibit many organizations from benefiting from a great set of tools.   

We have a unique “Per Award” pricing model that accomplishes numerous benefits for our users: 

• Our pricing structure makes the system extremely affordable and accessible for both small and 

large organizations. 

• We have one single line item price for each award that includes access to the system, 

configuration and setup, training and ongoing support.   

• No limit on the number of users. 

When we bill you, our invoice references your unique grant number.  It’s easy to track your exact cost 

for managing compliance for each grant.   This makes our service a direct cost, eliminating the need to 

track and interpret indirect rates for our service. 

  



Risk Assessment 

 

Page 7 
 

 

For more information, please visit our web site or drop us a line: 
 

http://www.grantgovernance.com 

 
g2pinfo@grantgovernance.com 
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About Grant Governance, Inc. 

 
Grant Governance, Inc. developed Grants Governance Platform, G2P, which addresses the 

requirements of OMB Guidance 2 CFR §200 and provides users with a configurable and 

easy-to-use Programmatic Risk Assessment and Award Governance module. Standard user 

dashboards provide a unified compliance view of grants across the entire portfolio. For 

more information, please visit: www.grantgovernance.com. 

Grant Governance, Inc. is a SaaS solutions and services company.   Our people have over 35 

years of industry and software development expertise to deliver solutions to help our 

clients rapidly gain efficiency, minimize risk and ensure compliance.    Our highly targeted 

SaaS solutions are designed to be easy; easy to deploy, adopt, buy and protect.    And of 

course, it’s your data, so it is always portable and in your control. 

http://www.grantgovernance.com/
mailto:g2pinfo@grantgovernance.com
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